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Foreword
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The information technology (IT) security requirements related to various laboratory systems (devices, analytical
instruments, data management systems, etc.) are growing, mainly because of:

+ New international regulations applicable to health care delivery organizations (HDOs)*

+ Anincrease in the degree of integration of the in vitro diagnostic (IVD) systems in the IT environ
institutions

+ Cyberattacks observed in HDOs from a multitude of sources

The real and potential threats for the systems and the organizations are also g
could be compromised by malicious software and people include:

+ Misusing the IVD system as a means for enterin

+ Ransomware malware that prevents or limj ectaransom

Overview of Changes
CLSI AUTO11-Ed3 replaces CLSI AUT! veral changes were made in this edition.

in Req-0162)
ng (ie, Req-0112, Req-0121, Req-0131, Req-0171, Req-0231, Req-0511)

(eg, Req-0742 because of the addition of Reg-1061, which provides a broader requirement
lations and laws)
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the part of CLSI. With each use of the trade name, “or the equivalent” is added to indica 3

to any equivalent products.
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© Introduction

1.1 Scope

CLSI AUTO11 specifies technical and operational requirements and technical implementation prg
to information technology (IT) security of in vitro diagnostic (IVD) systems (devi
management systems, etc.) installed at a health care delivery organization (HD
guidance on meeting and using existing technical standards for medical device IT s
on identifying the parties responsible for implementing these requirements.

by other standards organizations, such as the International Organizd
of Electrical and Electronics Engineers (IEEE). In addition, CLSI AUTO11
health care (see Subchapter 3.10).

0) and Institute
devices used in

The suggested best practices contained in CLSI AUTO,

nd HDO should use their best judgment to
decide what to implemen ufacturer and HDO to clearly document any deviations
from CLSI AUTO11.

1.2 Background

edical laboratory, standards for IVD instruments and software
£, with passage of bills such as the Health Information Technology
care information has become increasingly digitized across medical
“n widespread adoption of health IT systems, such as EHR and LIS. In the
e solutions have similarly become more prevalent and coupled with modern IVD
ices are implemented with network connectivity within local area networks (LANSs)
munication with IVD manufacturer support by way of the public network (ie, the

ementation, and maintenance of IVD devices. Any software development shall consider
,including how the data will be secured, how access will be controlled, and how data integrity
will be maintained. CLSI AUTO11 seeks to provide clarity on the state of modern cybersecurity as it pertains

to IVD systems and to offer guidance on decisions that may be encountered by a manufacturer or HDO when
designing or implementing these systems, respectively.
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© Delineation of Medical Device Manufacturer and Health Care

Delivery Organization Responsibilities

MDM responsibility, as shown in Figure 1, for the expected life of a device is defined by the US Food and Drug
Administration (FDA) as “the time that a device is expected to remain functional after it is placed into use. Certain
implanted devices have specified end-of-life (EOL) dates. Other devices are not labeled as to their respectj

EOL but are expected to remain operational through activities such as maintenance, repairs, or up
estimated period of time.”

Support ‘ » \
software G ‘

Medical device
manufacturer

Healt! - delivery
niization

Cloud serv
Abbreviations: HDO, health care delivery orgapization; X gevice manufactufer.

& environments, which increasingly require Internet
ad may include the use of cloud services. As shown in Figure 1,

ecure operation of the device. It is strongly recommended that the MDM
re license and support agreement that defines the level of software support and

e (including maintenance and upgrades). These agreements should include the

ive information and data collected by the MDM. The HDO shall be notified when the
device or a third-party software component of the device is no longer available. The

ell in advance of any MDM plans to phase out a model or version of its device, so that the
HDO ha udget and conduct MDM evaluations and selections for a replacement.

e MDM will
management of HDO
software support f;
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