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Abstract
Clinical and Laboratory Standards Institute AUTO11—Information Technology Security of In Vitro Diagnostic Instruments 
and Software Systems specifies technical and operational requirements and technical implementation procedures related 
to security of in vitro diagnostic (IVD) systems (devices, analytical instruments, data management systems, etc.) installed 
at a health care delivery organization (HDO). The intended users for CLSI AUTO11 are medical device and IVD system 
manufacturers, users (eg, laboratory personnel), and information technology management of HDOs.

Clinical and Laboratory Standards Institute (CLSI). Information Technology Security of In Vitro Diagnostic Instruments and 
Software Systems. 3rd ed. CLSI standard AUTO11 (ISBN 978-1-68440-252-6 [Print]; ISBN 978-1-68440-253-3 [Electronic]). 
Clinical and Laboratory Standards Institute, USA, 2024.

The Clinical and Laboratory Standards Institute consensus process, which is the mechanism for moving a document through two 
or more levels of review by the health care community, is an ongoing process. Users should expect revised editions of any given 
document. Because rapid changes in technology may affect the procedures, methods, and protocols in a standard or guideline, 
users should replace outdated editions with the current editions of CLSI documents. Current editions are listed in the CLSI catalog 
and posted on our website at www.clsi.org. 

If you or your organization is not a member and would like to become one, or to request a copy of the catalog, contact us at:

P: +1.610.688.0100     F: +1.610.688.0700     E: customerservice@clsi.org     W: www.clsi.org
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The information technology (IT) security requirements related to various laboratory systems (devices, analytical 
instruments, data management systems, etc.) are growing, mainly because of:

• New international regulations applicable to health care delivery organizations (HDOs)1

• An increase in the degree of integration of the in vitro diagnostic (IVD) systems in the IT environment of health care 
institutions

• Cyberattacks observed in HDOs from a multitude of sources

The real and potential threats for the systems and the organizations are also growing. Examples illustrating how systems 
could be compromised by malicious software and people include:

• Changing processed/static data (eg, test applications, calibration), resulting in the production of incorrect results

• Unauthorized access to patient EHRs by querying the laboratory information system and EHR system from 
compromised laboratory systems (eg, laboratory instrument with CLSI LIS022 query protocol)

• Unauthorized access or manipulation of patient and sample results from the system

• Damaging the IVD system software or manipulating application configuration data, requiring reinstallation, and 
resulting in downtime for the user and service costs for the medical device manufacturer (MDM)

• Misusing the IVD system as a means for compromising other systems in the HDO’s IT environment

• Misusing the IVD system as a means for entering the MDM’s corporate network

• Ransomware malware that prevents or limits users from accessing the system to collect a ransom

Overview of Changes
CLSI AUTO11-Ed3 replaces CLSI AUTO11-A2, published in 2014. Several changes were made in this edition.

Compared with CLSI AUTO11-A2, all the existing requirements have been reviewed. For these, the requirement numbers 
have been kept as they were. However, some requirements have been moved to new subchapters. Additionally, new 
requirements have been added, starting with [Req-1001]. The types of changes to the previously existing requirements 
can be categorized as:

• Adaption to new terminology, such as from “vendor” to “MDM,” from “HCO” to “HDO” (eg, Req-0251), and from 
“antivirus and antispyware” to “antimalware” (ie, Req-0321)

• Clarification by text addition, such as from “system” to “IVD system” (ie, Req-0111, Req-0141, Req-0531), or by being 
more specific (ie, “risks to an acceptable level as defined by the HDO” in Req-0212, “system by MDMs and HDOs” in 
Req-0621, “instrument and system” in Req-0162)

• Clarification by rewording (ie, Req-0112, Req-0121, Req-0131, Req-0171, Req-0231, Req-0511)

• Removal of requirement (eg, Req-0742 because of the addition of Req-1061, which provides a broader requirement 
to follow national regulations and laws)

NOTE: The content of CLSI AUTO11 is supported by the CLSI consensus process and does not necessarily reflect the 
views of any single individual or organization.
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key words
authentication

authorization

cloud

encryption

IVD IT security

mobile

user account management

wireless

Use of Bluetooth®, Windows®, Linux®, CVE®, OWASP®, and Cyber Kill Chain® in CLSI AUTO11 is not an endorsement on 
the part of CLSI. With each use of the trade name, “or the equivalent” is added to indicate that CLSI AUTO11 also applies 
to any equivalent products.
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Information Technology Security of In Vitro Diagnostic 
Instruments and Software Systems

11  Introduction
1.1 Scope

CLSI AUTO11 specifies technical and operational requirements and technical implementation procedures related 
to information technology (IT) security of in vitro diagnostic (IVD) systems (devices, analytical instruments, data 
management systems, etc.) installed at a health care delivery organization (HDO). CLSI AUTO11 also provides 
guidance on meeting and using existing technical standards for medical device IT security and recommendations 
on identifying the parties responsible for implementing these requirements.

CLSI AUTO11 is primarily meant to be used by manufacturers (ie, medical device manufacturers [MDMs], IVD 
system manufacturers) and HDOs. Regulatory agencies may also find useful information in CLSI AUTO11.

CLSI AUTO11 is not intended for use as the final written policy for the HDO. For example, local organizations need 
to include in their own documentation the technical and process aspects of medical device security addressed 
by other standards organizations, such as the International Organization for Standardization (ISO) and Institute 
of Electrical and Electronics Engineers (IEEE). In addition, CLSI AUTO11 may not apply to certain devices used in 
health care (see Subchapter 3.10).

The suggested best practices contained in CLSI AUTO11 are based on the state of technology at the time of 
publication. These best practices are distinguished from the requirements through their inclusion in a text box.

Some requirements, procedures, and guidelines specified by CLSI AUTO11 may not be necessary or desired for IVD 
systems during clinical trials. The HDO and manufacturer should clearly state in the corresponding contract how 
CLSI AUTO11 would be applied during clinical trials. In addition, some requirements, procedures, and guidelines 
specified by CLSI AUTO11 may not be practical, technically or financially, for legacy IVD systems or HDO IT 
departments to implement. In these situations, the manufacturer and HDO should use their best judgment to 
decide what to implement. It is important for the manufacturer and HDO to clearly document any deviations 
from CLSI AUTO11.

1.2 Background
As automation becomes more prevalent in the medical laboratory, standards for IVD instruments and software 
have become necessary. Over recent decades, with passage of bills such as the Health Information Technology 
for Economic and Clinical Health Act, health care information has become increasingly digitized across medical 
specialties. Subsequently, there has been widespread adoption of health IT systems, such as EHR and LIS. In the 
medical laboratory, software solutions have similarly become more prevalent and coupled with modern IVD 
devices. Increasingly, IVD devices are implemented with network connectivity within local area networks (LANs) 
and are often reliant on communication with IVD manufacturer support by way of the public network (ie, the 
Internet). As a result of increasing network connectivity, cybersecurity is becoming a pertinent topic of discussion 
with the purchase, implementation, and maintenance of IVD devices. Any software development shall consider 
data privacy issues, including how the data will be secured, how access will be controlled, and how data integrity 
will be maintained. CLSI AUTO11 seeks to provide clarity on the state of modern cybersecurity as it pertains 
to IVD systems and to offer guidance on decisions that may be encountered by a manufacturer or HDO when 
designing or implementing these systems, respectively.
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12  Delineation of Medical Device Manufacturer and Health Care 
Delivery Organization Responsibilities
MDM responsibility, as shown in Figure 1, for the expected life of a device is defined by the US Food and Drug 
Administration (FDA) as “the time that a device is expected to remain functional after it is placed into use. Certain 
implanted devices have specified end-of-life (EOL) dates. Other devices are not labeled as to their respective 
EOL but are expected to remain operational through activities such as maintenance, repairs, or upgrades, for an 
estimated period of time.”9

Support
software

Application
software

Internet

Internet

Cloud services

MDM support 
personnel

Medical device 
manufacturer

Device

HDO user

Health care delivery 
organization

Internet

Abbreviations: HDO, health care delivery organization; MDM, medical device manufacturer.

Figure 1. MDM and HDO Security Architecture Design

Medical devices may be operated in complex networked environments, which increasingly require Internet 
connections between the MDM and the HDO and may include the use of cloud services. As shown in Figure 1, 
the overall security architecture should consider design, environmental, and operational controls. This requires 
cooperation and a shared responsibility between the MDM and the HDO.

During the expected life of the medical device, the MDM is expected to provide any security patches or software 
replacement necessary for the proper secure operation of the device. It is strongly recommended that the MDM 
and HDO establish a software license and support agreement that defines the level of software support and 
security the MDM will provide (including maintenance and upgrades). These agreements should include the 
management of HDO sensitive information and data collected by the MDM. The HDO shall be notified when the 
software support for the device or a third-party software component of the device is no longer available. The 
HDO shall be notified well in advance of any MDM plans to phase out a model or version of its device, so that the 
HDO has time to budget and conduct MDM evaluations and selections for a replacement.Sam
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